Module 3

Scanning Network

Cac Chu Pé Chinh Trong Chuong Nay

Pinh Nghia Cdc Kiéu Scanning.

Quy Trinh Scanning Cua CEH.

Kiém Tra Cac Hé Thong Pang Hoat Pong Va Nhitng Cong Mo.
Ndam Viting Céc Ky Thudt Quét Mang.

Cdc Cong Cu Thuong Dung Trong Qua Trinh Quét Mang.
Banner Grabbing Va OS Fingerpringting

Ldp So Do Mang Cua Cac Host Nhay Cam.

Chudn Bi Proxy.

Anonymize La Gi ?

Phong Chéng Kiéu Tan Cong Quét Mang.



Trong budc dau tién cia tién trinh tdn cong cac hacker thudng tién hanh quét mang ma
chiing ta s& goi bang thuat ngit scanning dé kiém tra cac cong dang md hay nhirng dich
vu ma myc tiéu dang st dung. Bén canh d6 scanning con cho biét céc thong tin quan
trong nhu hé diéu hanh dang sir dung hay hé thong may chi ma trang web dang dung la
IIS, Apache ...

Scanning bao gom cac thao tic dé xic dinh cac host (mdy tram) va nhitng port (cong)
dang hoat dong hay nhirng dich vu dang chay trén hé thong ctia myc tiéu can tan cong va
khai thac. Pay 1a mot trong nhirng budc quan trong cua tién trinh thu thap thong tin thong
minh (intelligence gathering) ma cac hacker sir dung dé lap so dd cua cac t6 chirc hay
mang muc tiéu. Trong tién trinh scanning nhiing ke tan cong s& goi cac goi tin TCP/IP
dén muyc tiéu nhu Hinh 3.1 va phan tich cic két qua tra vé nham xac dinh cac thong tin
gia tri ma ho quan tam.

Sends TCP/\P probes [-J
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Hinh 3.1 — Attacker goi cac goi tin tham do mang

Cac Ki€u Scanning

Co ba dang scanning khac nhau d6 1a Port Scanning, Vulnerability Scanning va Network
Scanning.
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Hinh 3.2 — Céc Kiéu Scanning

Port Scanning : K¢é tn cong s€ gdi mot loat cac thong diép dén muc tiéu nham xac dinh
cac cong dang mo, va thong qua cac cong nay ho sé bi€t dugc c6 nhirng dich vu nao dang
chay trén may tinh muyc tiéu. Mot trong céac ting dung port scanning phd bién la Nmap.

Vulnerability Scanning : La qua trinh quét 16i nham xéc dlnh ra cac 16 hong bao mat
hay nhitng diém yéu ma thudng goi 1a cac dlem ‘nhay cam” cua cac ung dung hay may
chu, may tram dé tir d6 dua ra cac phuong an tan cong thich hop. Tién trinh quét 18i co
thé xac dinh duoc cac ban cap nhat h¢ thong bi thiéu, hay nhitng 161 hé thong chua duoc
va cac chuyén gia bao mat ciing thuong tién hanh vulnerability scanning trong cong tc
bao vé hé théng mang cua minh.



Network Scanning : Qua trinh nay dung dé xac dinh cac may dang hoat dong trén h¢
thong mang thuong dugc cac hacker, chuyén gia bao mat hay nhiing quén tri hé thong
thue hién.

Quy Trinh Scanning Cua CEH

Kiém Tra Cac Hé Thong Pang Hoat Pong

D¢ kiém tra tinh trang hoat dong cta hé thong cac hacker co thé sir dung nhiéu cong
cu va nhitng hinh thirc khac nhau dé thu dugc két qua mong muoén nhu /CMP
Scanning hay Ping Sweep.

ICMP Scanning

Hacker s& goi cac tin hiéu ICMP ECHO Request dén muc tiéu (host) va néu mot host
dang ton tai nghia 1a dang hoat dong thi s& phan hoi lai théng qua ICMP ECHO Reply
nhu Hinh 3.3. Tuy nhién, qua trinh ndy c6 thé that bai néu nhu giao thirc ICMP bi
chan boi firewall.

ICMP Echo Request
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ICMP Echo Reply

Source Destination
192.168.168.3 192.168.168.5

Hinh 3.3 — ICMP Scanning

Két qua cia ICMP Scanning thyc hién bang cong cy Nmap

#nmap -sP -v 192.168.168.5

Starting nmap 21 (http://nmap.org) at 2010-07-11 16:30 EDT

1
.5 appears to be up.

-
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Host 192.163.1 +

MAC Address: (00:EB:48:12:CD:8A (Hewlett Packard)

Nmap finiehud. 1 IP address (1 host up) scanned in 0.889 seconds
Raw packets sent: 5 (30B) Revd: 2 (25B)

Hinh 3.4 — Scanning v&i Nmap

Trong hinh minh hoa trén hacker tir may 192.168.168.3 s& tién hanh ICMP Scanning
bang cong cu Nmap dé goi cac tin hiéu ICMP ECHO Request thong qua tuy chon —sP
dén muyc tiéu c6 dia chi 192.168.168.5 va cac ban c6 thé that két qua tra vé cho biét



muc ti€u co dia chi 192.168.168.5 dang hoat dong véi cac thong $6 phﬁn cing nhu

dia chi MAC, nha sén xuét.

Ping Sweep

Trong vi du trén ching ta st dung /ICMP Scanning dé xac dinh tinh trang hoat dong
clia mot may tram, néu nhu cic ban mudn kiém tra trén mot day cac dia chi IP thi
Ping Sweep 1a giai phap thich hop théng qua hinh thirc géi cac tin hiéu ICMP ECHO
Request dén nhiéu may tinh cing lic nhu Hinh 3.5 dé nhan cac két qua tra vé thich

hop.
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Hinh 3.5 — Géi ICMP Echo Request dén cung ltic nhiéu may tinh.

Sau day 1a két qua cua Ping Sweep véi Nmap :



nmap -sP -PE -PRZ1,23,80,3389 152.168.168.

Starting Nmap 5.21 ( http nmap.org )} at
2010-07-13 14:16 EDT

Nmap scan report for 192.168.1&8.1

Host is up (0.00s latency)

MAC Address: 00:RA8:5R:E0:83:05 (Hewlett
Packard)

Nmap scan report for 192.16B.1&8.2

Host is up (0.0les latency)

MAC Address: 00:01:€B:0A:8E:15 (Foxconn)
Nmap scan report for 192.16B.1&8.4

Host is up (0.00s latency) .

MAC Address: 00:2ZA:B9:03:DD:80 (Dell)
Nmap scan report for 192.16B8.168.6
Host is up (0.00s latency) .

Hinh 3.6 — Ping Sweep v6i Nmap

Theo Hinh 3.6 thi chiing ta thiy két qua tra vé kha chi tiét v6i cac may tinh c6 dia chi
IP 192.168.168.1, 192.168.168.2, 192.168.168.4 va 192.168.168.6 dang hoat dong.
Céc cong cu Ping Sweep khac thuong dugc st dung 1a Angry IP Scanner va
Solarwinds Engineer’s Toolset. Trong Hinh 3.7 1a danh sach cac cong cu Ping
Sweep dugc gioi thi¢u trong CEH :

Colasoft Ping Tool q ! ' % Ping Scanner Pro
hitp://www.colasoft.com w:, & http://www.digilextechnologies.com
—_—
S
(“) SolarWinds Standard Edition ’E ;‘ Ultra Ping Pro
hitp://www.solarwinds.com 7 http://ultraping.netfirms.com
e——
(Vg Utility Ping @ PingInfoView
hitp://www.wavget.com _- http://www.nirsoft.net
_— L e
/ 2\ - \
-, Visual Ping Tester U PacketTrap pt360
hitp://www.pingtester.net http://www.packettrap.com
N’

Hinh 3.7 — Cac cong cu Ping Sweep

Phong Chdng Ping Sweep

Hau hét cac hé thdng IDS — Instruction Detect System (hé théng phat hién xam nhap
trai phép) déu c6 thé nhan biét dugc dang tin cong Ping Sweep va gdi canh bio vé
cho quan tri h¢ théng mang. IDS c6 thé 1a nhiing thiét bi phan ctng cua Cisco
4250/4235 Appliance Sensor, Juniper Networks Intrusion Detection v6i cac dong



IDP75, IDP250 hay cac g dung /DS phin mém ngudn md nhu SNORT hoat dong
dudi ca hai dang Network-base IDS va Host-based IDS. Ngoai ra, phan 16n cac
firewalll va proxy server duoc cdu hinh dé chin ICMP mic dinh, gitip phong chdng
Ping Sweep hi¢u qua.

Xac Binh Nhirng Céng M¢& Va Dich Vu Bang Hoat Pong

Céc cong (hay port) dang m& co nghia 1a cac dich vu lién quan dén nhiing cong nay
dang hoat dong va thong qua két qua do6 hacker s& xac dinh phuong an tan cong thich
hop v6i nhitng dich vu. D& c6 thé nam virng k¥ thut ndy cic ban can hiéu rd qua
trinh bat tay 3 budc hay thuong dwgc goi 1a Three-Way Handshake khi cic may tinh
sir dung giao thuc truyén thong TCP tai tang van chuyén nhu Hinh 3.8 :
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Hinh 3.8 — Qua trinh bit tay ba budc Three-way Handshake

Trong hinh trén, may tinh cua Bill c6 dia chi 10.0.0.2 can khai tao mot phién lam viéc
truyén file qua giao thirc FTP (s6 hiéu port 1a 21) dén may tinh cta Sheela c6 dia chi
14 10.0.0.3. Vi vy Bill Computer s& gdi cac tin hiéu SYN=1 va SEQ# 10 dén Sheela
Computer, sau d6 ta thdy mdy tinh 10.0.0.3 tra vé thong bao chap nhan két ndi véi tin
hidéu SYN=1 va ACK=1 (thong bao chdp nhan két ndi), ciing voi ACK# 11. Khi tiép
nhan nhiing tin hiu nay, may tinh cta Bill (10.0.0.2) dap ung lai thong bao bdo nhan
bang cach goi nhitng tin hiéu ACK=1 véi s6 hiéu SEQ# 11 (ting 1 gia tri). Luc nay
phién lam viéc s& duoc két ndi giita 2 may tinh 10.0.0.2 va 10.0.0.3 trén port 21.



Sau ddy la mot sb tin hiéu (con goi 1a cac co) duoc dung trong cac qua trinh khai tao
phién lam viéc nay :

SYN (Synchronize) : Dung khi khdi tao két ndi giira hai may.

ACK (Acknowledgement) : Dung dé goi thong bao chip nhan khi nhan dugc tin
hiu tor may géi.

PSH (Push) : Yéu ciu xt Iy céc dit liéu trong bd nhé dém ngay lap tirc.

RST (Reset) : Yéu cau reset lai két ndi, cac ban luu ¥ 1a khi nhan duoc tin hiéu
nay cling c¢6 nghia la muc ti€u hay may tinh dang khong hoat dong (Offline)

FIN (Finish) : Yéu cau két thic lién két

URG (Urgent) : Tin hi¢u khin, c6 muc wu tién cao nhit. Khi nhan duoc dit liéu
cung co nay thi phai xt 1y ngay.

Khi nim virng y nghia va muc dich ctia cac cd cac ban c6 thé tao ra cac goi tin voi
nhitng gia tri dugc tiy bién cho phu hop véi yéu cau ciia minh. Nhu Hinh 3.9
minh hoa tmg dung Komodia packet crafter cho phép thiét lap cac gia tri flag
thich hop cta goi tin ciing nhu sb hidu port mubn kiém tra khi goi tir may tinh c6
IP 192.168.168.10 dén may tinh 192.168.168.11

3+ Komodia's packet crafter
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TCP parameters

Flags: [~ URG [~ ACKI™ PSHI™ RSTI™ SYNT™ AN

Difset

IE
TCP chechksum FD ¥ Default checksum

Hinh 3.9 - Komodia packet crafter



Phong Chéng Port-Scan

Dé phong chdng tin cong quét cong cac hé théng can trién khai firewall va thiét lap cac
chinh sach ngan chan nhing tin hiéu do tim hay khoi tao két nbi khong hop 18. Che dau
cac cong mé nhu h¢ thong tuong lira ISA Server Firewall ¢6 chirc nang hidden port. Bac
biét chi m& cac cong can thiét cho qua trinh van hanh, ddi véi cac dich vu khong hoat
dong hiy dong nhitng cong lién quan.

Ngoai ra, hé théng mang can duoc thiét ké khoa hoc theo cac nguyén tic phong thu theo
chiéu sau vai thiét bi firewall bao v¢ 16p ngoai va cé IDS dé phat hién khi bi quét cong.

Nmap

Chuong trinh quet cong dugc dé cap nhiéu nhat trong CEH la Nmap, déy 1a ing dung
mién phi c6 kha ndang manh mé trong viéc quét cong, ping sweep, xac dinh dich vy, hé
diéu hanh. Nmap chay duoc trén nén Windows hay Linux, Unix va c6 thé tién hanh quét
cung lic nhiéu may tinh. Nmap cé thé tim kiém cac céng md va nhitng cong duge che
dau véi cac chirc nang loc. Vi du khi firewall chan cac img dung quét cong thong thuong
bang cach ngat nhitng tin hiéu hoi dap trong qua trinh three-way handshake, hay ngan
ngura viéc tlep nhén tin hiéu trén nhiéu cong trong thoi gian ngan thi nmap van co thé
vuot qua bang phuong phap half-path scan hay tién hanh quét cac cong véi thoi gian cach
xa nhau.

Chinh vi nhirng kha ndng manh mé trén ma Nmap tung dugc cac hacker va chuyén gia
bau chon 1a tmg dung tin cong s6 1 thé gidi nhi¢u nim lién. Va nhirng bd phim c6 canh
tan cong ciia hacker nhu Matrix Reloaded sit dung Nmap dé tim ra may cha SSH bi 16i
hodc The Bourne Ultimatum ciing sir dung Nmap phién ban GUI 1a Zenmap dé minh hoa
tién trinh kiém tra dich vu dang chay SSH 3.9p1, Posfix smtpd, va mdt name server nhu
Hinh 3.10.
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Hinh 3.10 — Str dung Nmap trong Matrix Reloades va The Bourne Ultimatum
Sau day la mot phuong phap quét mang voi Nmap ma cac ban can ghi nho :
TCP connect : Hacker khoi tao két néi TCP dﬁy du vo1 muc tiéu.

XMAS tree scan : Kiém tra cac dich vu TCP bang cach goi cac goi tin XMAS-
tree (cac goi tin duge dac co FIN, URG va PSH.

SYN stealth scan : Con duoc goi la half-open scanning. Hacker hoi cac goi tin
SYN va nhén goi tin dap ang SYN-ACK tur server. Trong truong hop nay may
tinh cia hacker va server khong thiét 1ap két noi TCP day du nén duogc goi la
stealth.

Null scan : Py 1a phuong phap quét mang nang cao va c6 thé vuot qua cd ché
do tim cua firewall. Null scan chi hoat dong trén cac hé thong Unix véi tat ca cac
co duoc tat.

Windows scan : Tuong tu nhu ACK scan va c6 thé phat hién cac cong mo.

ACK scan : Bugc dung dé do tim cac quy tat cua firewall, dang nay chi hoat dong
trén hé thong UNIX.

Ngoai ra, Nmap con ¢ nhiéu tiy chon thich hop véi nhitng nhu cau quét cong
hay do tim dich vu khac nhau nhu trong danh sach sau :



-sT (TcpConnect) -sW (Window Scan)
-sS (SYN scan) -sR (RPC scan)
-sF (Fin Scan) -sL (List/Dns Scan)

-sX (Xmas Scan) -P0 (don’t ping)

-sN (Null Scan) E -PT (TCP ping)

-sP (Ping Scan) -PS (SYN ping)
-sU (UDP scans) -PI (ICMP ping)

-s0 (Protocol Scan) -PB (=PT + PI)

-sI (Idle Scan) -PP (ICMP timestamp)

-sA (Ack Scan) -PM (ICMP netmask)

Vi du ding Nmap dé scan mot may c6 dia chi IP 1a 192.168.0.1 sung dung TCP
connect scan ta thuc hién 1énh sau :

C:\nmap 192.168.0.1 —sT

SYN, STEALTH,XMAS, NULL, ADLE, va FIN Scan

SYN : SYN hoic stealth scan ciing duoc goi 1a haft-open scan vi no khong thuc hién ddy
da quy trinh bit tay ba budc ciia TCP (three-way hanshake Hacker giri goi tin SYN dén
dich, néu nhan lai mot SYN/ACK, sau d6 n6 gia dinh cac muc ti€u s& hoan thanh vi¢c ket
ndi va cac cong dang ling nghe. Néu n6 nhan mot 1 RST tir muc tiéu, nd gia dinh cong
khong hoat dong hay bi dong. SYN stealth scan 1a it bi phat hién hon boi cac hé thong
IDS.

XMAS: XMAS scan giri mt goi véi co FIN,URG, va PSH duoc thiét lap. Néu cong ma,
khong dap lai; néu dong muc tiéu gui lai g6i RST/ACK. XMAS scan chi lam vi€c trén h¢
thong may dich theo RFC 793 cua TCP/IP.

FIN: FIN scan twong tw XMAS scan nhung giri goi dit liéu chi v6i cd FIN dugc thiét 1ap.

NULL: NULL scan ciing twong ty nhu XMAS va FIN trong gidi han va tra 101, nhung nd
chi gui mot packet ma khong co thiét lap co.

IDLE: IDLE scan str dung dia chi IP gid mao dé gt mot gbéi SYN dén muc tiéu. Phu

thudc vao tra 101, céng c6 thé duge xac dinh 1a mé hodc dong. IDLE scan xac dinh phan
ung quét cong bang cach theo ddi so thir ty IP header.
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Cong Cu

Sau day 1a mot s6 cong cu c6 thé dung dé tién hanh quét cong, xac dinh dich vu hay cac
may dang hoat dong trén mang :

IPEye 1a may quét cong TCP c6 thé lam SYN, FIN,Null, va XMAS scans. N6 1a
cong cu command-line(dong 1énh). IPEye thim do cong trén may dich va phan
hdi lai cac trang thai closed, reject, drop, or open. Closed c6 nghia la c6 mot may
& dau bén kia nhung n6 khong ling nghe tai cong. Reject 1a tudng Iira tir chdi két
ndi tai cong. Drop c6 nghia 1a tuong lira hity bo moi thir vao cong hoic khong co
may tinh & dau bén kia. Open c6 nghia mot s6 loai dich vu dang léng nghe tai
cong. Nhing phan hdi nay gitp hacker xac dinh loai ctia hé thong dang tra 1oi.

IPSecScan la cong cy ¢6 thé quét mot dia IP duy nhat hodic mot day dia chi IP tim
ki€ém thong tin hé thong.

Netscan Tools Pro 2000, Hping2, KingPingicmpenum, va SNMP Scanner la tat ca
cac cong cu quét va cling co thé sir dung dé 1y ddu hé diéu hanh.

Icmpenum khong chi dung goi ICMP Echo dé tham do mang, ma con dung goi
ICMP Timestamp va ICMP Information. Hon nira, n6 ho trg goi trd 161 gia mao
hodc danh hoi. Icmpenum rat hiru ich khi quét mang ma tudng Itra khéa ICMP.

Hping2 dang chi y vi nd bao gébm mdt loat cic tinh ning khic ngoai OS
fingerprinting nhu TCP, User Datagram Protocol (UDP),ICMP, va giao thirc ping
raw-IP, hping2 c6 thé tién hang gdi tin hi¢u ICMP dén nhiéu may cung lic.

SNMP Scanner cho phép quét mot day hodc mét danh sach cdc may chu thuc hién
ping, DNS, va Simple Network Managerment Protocol (SNMP).

Tim hiéu vé k¥ thuat War-Dialing

War-Dialing la qua trinh quay 5O modem dé tim mot két néi modem dang mo, két ndi nay
cung cap truy cap tir xa vao mang, dé tdn cong vao hé thong dich. Thuat nglr War dlahng
bat nguon tir nhitng ngay dau cua Internet khi hdu hét cac cong ty di duoc két ndi vai
Internet thong qua két ndi dial-up modem. War dialing duoc xem nhu 1a mét phuong
phap queét boi vi n6 tim thay mot két nbi ‘mang ma co thé c6 bao mat yéu hon so véi cac
ket ndi Internet chinh. Nhiéu té chirc thiét lap truy cép tir xa qua modem, ma bay gio da
cd, nhung da khong thé loai bo cic may chu truy cép tir xa nay. Diéu nay cho phép tin tic
dé dang xam nhdp vao mang voi co ché bao mat yéu hon nhiéu. Vi du, nhiéu hé théng
truy cdp tur xa st dung phuong thirc xdc nhan PAP (Password Authentication Protocol),
giri mat khau ¢ dang clear text,hay hon nita la dung cong nghé VPN méi hon voi mat
khéu duoc.
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War-dialing 1a cong cu lam viéc trén tién dé rang: cac cong ty. khong kiém soat quay sb
tai cong chat ché nhu tudng lira, va may tinh voi modem gén lién cO mat o khip moi noi,
ngay ca khi nhiing modem khéng con str dung. Nhiéu méay cht van con c6 modem véi
duong day dién thoai duge két ndi nhu 1a mot sao luu du phong trong trudng hop két ndi
Internet chinh gip xu ¢d. Nhitng két ndi modem cé thé duoc sir dung boi mot chuwong
war-dialing dé truy cap tir xa vao hé thong va mang ndi bo.

Hinh 3.11 12 mé hinh hoat dong co ban cuia War-dialing. Tai ddy chiing ta thiy hacker c6
thé sir dung modem ctia minh d€ gid mot két noi vao hé thong mang ctua cong.

PC Anywhere

Unix Server

P
N ]
L S’ Dial in
}
Modem
Hacker RN
Dialin /7 Intemnet /
\. Connection Ii
\._/N.__./
Qutside Inside
Router Firewall Router

Hinh 3.11: M6 hinh hoat dong cua War-dialing
Cong Cu

THC-Scan, Phonesweep, war dialer, va telesweep la tat ca cong cu dugc st dung dé xac
dinh cac sb dién thoai va co thé quay s6 dén muc tiéu dé tao két ndi t6i modem may tinh.
Nhirng cong cy thudng 1am viéc bang cach sir dung mot danh sach ngudi ding va mat
khau di duoc x4c dinh trude dé cd ging truy cdp hé thdng. Hau hét cac truy cp tir xa
bﬁng két ndi quay $6 khong dugc bao vé béng mat khau hodc su dung bao mat rat tho so.

Banner Grabing va Operating System Fingerprint
Banner Grabbing va OS Fingerprint — ciing c6 thé dinh nghia 1a Fingerprinting TCP/IP

stack — 1a budc thir 4 trong phuong phap quét cia CEH. Qua trinh fingerprinting cho
phép hacker xac dinh ving dic biét dé bi ton thuong ciia muc tiéu trén mang. Banner
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grabbing 14 qua trinh tao két nbi va doc biéu ngit duoc gui tra 101 boi tmg dung. Nhidu
server (mail, web, ftp...) s€ tra 101 dén mot két ndi telnet v6i tén va version cia software.
Hacker c6 thé tim thiy nhiéu mdi lién hé giita hé diéu hanh va phan mém tng dung. Vi
du, Microsoft Exchange e-mail server chi cai dugc trén HDH Windows.

OS Fingerprint 1a k¥ thuat xdc dinh thong tin h¢ diéu hanh chay trén host dich. C6 hai
phuong thirc dé thuc hién OS Fingerprint nhu sau:

Active stack fingerprinting 1a hinh thirc phd bién nhat cua fingerprinting. N6 bao
gom viée gui dir lieu dén hé thong dé xem cach hé thong tra 10i. N6 dwa trén thuc
té 1 cac nha cung cap hé¢ diéu hanh thyuc hién cac TCP stack khac nhau, va khac
nhau dua trén hé diéu hanh. Cac phan (mg ndy sau d6 dwogc so sanh véi co so dit
liéu dé xac dinh hé diéu hanh. Active stack fingerprinting bi phat hién bai vi n6 cb
gang nhiéu 1an dé két ndi voi hé thdng muc tiéu.

Passive stack fingerprinting thi “tang hinh” hon va bao gom sy kiém tra luu lwong
trén mang dé xac dinh hé diéu hanh. N6 st dung k¥ thuat Sniffing thay vi k¥ thuat
Scanning. Passive stack fingerprinting thuong khong phat hién ra béi IDS hodc hé
thong bao mat khic nhung it chinh xéc hon Active fingerprinting.

Cong Cu

Str dung telnet cling co thé thu thap thong tin hé diéu hanh, khi ban két ndi dén host.
POF, HTTPRINT, Mairn HTTP Header la nhiing cong cu thuc hi¢n thu thap thong tin hé
diéu hanh theo co ché Passive. Trong khi cac cong cu nhu XPRobe2, Ring V2 Nercraft
thi thu thap thong tin bang co ché Active.

Dbi pho véi thu thap thong tin hé diéu hanh

Thay d6i thong tin hé diéu hanh trong phan banner header ciia webserver.

V&i Apache ban co thé load module ¢6 tén 1a mod headers 1én, va chinh sira cdu hinh
trong file httpd.conf

Header set Server "New Server Name"

Vi IIS ban c6 thé sir dung cac tool nhu IIS lockdown Tool, ServerMask. Ca hai cong cu
niy déu c6 chiic ning thay doi banner header ctia server hodc khoa han luon, khong hién
thi cho ngudi dung.

Lap So P6 Mang

Lap so 6 mang cua may chu 1a can thiét, dic biét chu y dén nhirng may chii dé bi ton
thuong. SolarWinds Toolset, Queso, Harris Stat, va Cheops la cdc cong cu quan 1y mang
sir dung nhan biét hé diéu hanh, 1ap bang d6, so d6 mang, danh sach cac dich vu dang
chay trén mang, quét cong thong thuong va hon nita. Nhirng cong cu nay v& toan bd
mang trong giao dién GUI gdm routers, servers, hosts va firewalls. Hau hét cac cong cu
nay dé co thé tim ra IP, host name, service, h¢ diéu hanh, va thong tin version.
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Hinh 3.12 : Giao dién lam viéc ciia phan mém LanState

Netcraft va HT Track 14 cong cu ghi ddu mot hé diéu hanh. Ca hai st dung dé xac dinh hé
di€u hanh va s phién ban phan mém web-server.

HTTrack sép xép cAu trac lién két tuong ddi, ban dau cua cac trang web. Ban mé mot
trang ctia website dugc nhan doi trong trinh duyét,va sau d6 ban c6 thé duyét cac trang
web tir lién két dé lién két nhu thé ban dang xem né truc tuyén. HT Track ciing c6 thé cap
nhat mgt trang web hi¢n c6 dugc nhan doi va phuc hdi download bi gian doan.

Trién Khai Proxy Server Bé Tan Cong

Chuin bi may chu proxy 1a budc cudi cung trong tién trinh quét mang cua CEH. Mot
proxy server la mt may tinh hoat dong trung gian gitta hacker va may tinh dich. Sir dung
mot proxy server ¢6 thé cho phep hacker tr¢ thanh vo danh trén mang. Hacker trudc tién
két ndi t6i may proxy server roi yéu cau két ndi toi may dich thong qua két ndi c6 san dén
proxy. Co ban, proxy yéu ciu truy cap dén muc tiéu ma khong phai la may tinh cua
hacker. Diéu nay lam hacker ludt web vo danh hoic an trong cudc tan cong.
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Hinh 3.13: M6 hinh tin cong cua attacker

Trong hinh 3.13 13 mé hinh tin céng duoc cac attacker ap dung. Trong d0, tdn cong truc
tiép (1) it duoc sir dung nhét, vi nguy co bi phat hién rt cao. Hai phuong phéap con lai lai
thong qua mot proxy (2) va qua hang loat cac may tinh trung gian (3) duoc 4p dung nhiéu
hon. Tuy nhién céch thir 3 thi kho trién khai hon, va thuong 4p dung cho mdt cude tan
cong trén quy mo 1on.

Ban c6 thé d& dang tim thiy cac proxy server mién phi nay trén mang. Vi tir khoa “free
proxy server” trén google ban c6 thé tim thay nhi€u trang web cung cap tinh ning nay.
Ngoai ra OperaTOR la mgt du an cho phép duyét web qué cac proxy mét cach tu dong.

Cong Cu

SocksChain 1a c¢éng cu cung cdp cho hacker kha ning tdn cong thong qua mdt chudi
proxy servers. Muc dich chinh cta viéc nay la 4n IP thuc va do do su phat hién s€ ¢ muc
thdp nhat. Khi mot hacker lam viéc thong qua vai proxy servers trong series, thi kho khin
hon nhiéu dé xac dinh vi tri hacker. Theo ddi dia chi IP cta ké tan cong thong qua cic
ban ghi ciia may chu proxy 1a mot sd cong viée phirc tap va té nhat. néu mot trong cac tap
tin ddng nhap cua proxy server bj mét hoic khong diy du, diy chuyén bi hong, va addess
IP ctiahacker van con vo danh.

SSL Proxy la proxy trong subt duge su dung dé chuyén ddi gitra hai hé théng, mot duoc

ma hoa, va mét khong c6 ma hda nao. Ban sir dung SSL Proxy trong céc truong hop sau:
Tan cong vao mdt hé thong cé cai dat dich vu SSL

Khai Thac Nhitng Thong Tin Cua Vuot Qua IDS.

Str dung SSL Proxy dé tao dudng him (tunnel) ket nbi dén hé théng dich, chay ngang qua
mdt IDS, noi ma cé thé bj chin dimg trong cudc tin cong.
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Hinh 3.14: M5 hinh str dung SSL Proxy d¢ thyc hién tin cong
Cong Cu

SSL Proxy ciing chinh la tén cong cu dong 1énh cho phép chung ta tao mét SSL Proxy
Tunnel, phuc vu cho cudc tan cong sap tdi. Trong hinh bén dudi 1a hudéng dan co ban
dong 1énh chiing ta st dung khi da cai SSL Proxy.

Ngoai ra, ta co thé tao cac két ndi tunnel vi SSH. Trong cac chuong sau chiing toi s&
trinh bay mot bai thyc hanh vé tinh huong nay.

K¥ Thuat Anonymously

Anonymously (con goi la an danh) la dich vu lu6t web vé danh sir dung mot website ma
hoat dong nhu mot proxy server cho web client. Phin mém 4n danh dau tién phat trién
bdi Anonymizer.com; n6 dugc tao ra nam 1997 bdi Lance Cottrell. Dich vu Anonymizers
loai bo tat ca thong tin xac dinh tir may tinh nguoi dung trong khi ho ludt web trén
Internet, theo cach d6 dam bao sy riéng tu cua nguoi sur dung. pé vao mot website an
danh, hacker vao dia chi website qua phan mem an danh, va phan mém 4n danh tao yéu
cau chon trang web. T4t ca cac trang web yéu cau dugc chuyén tiép qua cic trang web 4n
danh, kho theo ddi cac yéu cau tir trang web.

Trong hinh 3.15 1a mt vi dy, khi ban mudn truy cdp vao website www.target.com nhung
lai bi cam bdi cac chinh sach bao mat cua web server. Ban thuc hi¢n truy cdp bang cach
thong qua mot trang web gilip ban an danh la www.proxify.com

16



Bypasses the
security line

www.proxify.com

User wants to access
Sites (e.g. www.target.com) which have been
blocked as per company’s policy

A A

Gets access to
www.target.com

Hinh 3.15: Vi du truy cap web thong qua Anonymizers
Cong Cu

Vai trang web sau day s€ gilip chung ta gid danh trong viéc truy cap web
http://www.primedius.com

http://www.browzar.com

http://www.rorrify.com

K¥ Thuat HTTP TUNNELING

Mot phuong phap phé bién ctia vong qua tuong lira hodc IDS 14 mot tao mot dudng ham
(nhu SMTP) théng qua mdt giao thirc cho phép (nhu HTTP). Hau hét cac IDS va tudng
Itra hoat dong nhu mot proxy gilra may tinh ctia khach hang va Internet, va chi cho phép
truy cdp voi nhitng host duge dinh nghia 14 dwoc phép. Hau hét cac cong ty cho phép
HTTP giao thong boi vi nd thuong truy cap web lanh tinh. Tuy nhién, hacker c¢é thé tao
ra mot duong ham bang giao thiuc HTTP dé truy cdp vao mang bén trong véi giao thirc
khong dugc phép.

HTTP Tunneling khong hén 14 chi danh cho hacker. Ban co thé ap dung no dé tao ra mot
hé¢ théng két ndi hai chi nhanh an toan bang giao thic HTTP. Trong hinh 4.12 1a mot vi
du vé viéc két ndi hai chi nhanh dé trao d6i dir liéu qua giao thirc FTP, trong khi giao
thirc nay bi chan boi tudng Iira. Bang cach nay, client c¢6 thé két ndi vé may chit FTP dé
lay dir liéu thong qua HTTP Tunneling.
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Hinh 3.16: Client két ndi vé FTP thong qua HTTP Tunneling
Cong Cu

HTTPort, Tunneld, va BackStealth 13 tit ca cong cu dé di qua dudng him thong qua
HTTP. Ching cho phép bo qua mot proxy cua HTTP, ma khoéa nhitng phuong phéap truy
cap Internet nhét dinh. Nhirng cong cu nay cho phép cac img dung nhu Email, IRC, ICQ,
AIM, FTP... cic phan mém nguy hiém dugc sir dung tir phia sau mot proxy HTTP,

K¥ Thuat Gia Mao IP (Spoofing IP)

Mot hacker c6 thé gia mao dia chi IP khi quét may hé théng dé han ché thip nhat kha
ning bj phat hién. Khi nan nhin (Victim) gui tra 101 vé dia chi IP, n6 s& khong guri dén
dia chi gid mao dugc. Mot nhuoc diém cua gid mao IP 1a mQt phién TCP khong thé hoan
thanh duoc, do khong thé giri hoi dap ACK.

Source routing cho phép ké tér} cong chi dinh viéc dinh tuyén mot goi tin c6 thong qua
Internet. Pi€u nay cling cé thé gidm thi€u co hdi phat hién bang cach bé qua IDS va

tuong Ira. Source routing dugc cai dat trong giao thire TCP/IP v6i hai hinh thirc:

Loose Source routing (LSR): Routing khong chinh xac. Nguoi gui gui mét danh
sach ip trong do6 bao gdm ip ciia minh.

Strict Source routing (SSR): Routing chinh xac. Nguoi gui chi ra mot phan cua
duong dan dé chuyén goéi tin. Goi tin tra 101 s€ di qua dudong dan do.
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Source routing st dung truong dia chi cta goi tin IP Header 1én dén 39-byte tirc 1a s& co
toi da 8 dia chi ip dugc thém vao truong dia chi. Khi d6 may gui s€ giri qua mot loat ip
gia, trong s6 do co ip that cua ke tan cong.

3. Attacker sees the 1. Spoofed packet
reply as it goes back From Address: 10.0.0.5
te 10.0.0.5 To Address: 10.0.0.25

2. Replies
sent back

Spoofed to: 10.0.0.5
Address Attacker Peter
10.0.0.5 10.0.0.50 10.0.0.25

Hinh 3.17: Qué trinh tén cong gia dia chi IP.
Hinh 3.17 1a mdt vi du vé qué trinh gia IP. Ban nhan thdy goi tin gia mao c6 dia chi nguoi

gui (from address) 1a 10.0.0.5 va guri goi tin dén 10.0.0.25 Khi may tinh 10.0.0.25 giri tra
101 thi n6 chuyén dén may 10.0.0.5, ma day khong phai 1a may tinh cta hacker.

Chong Lai Viéc Gia IP

pé phat hién gid mao dia chi IP, ban c6 thé so sanh thoi gian séng (TTL) céac gia tri: TTL
cua ké tan cong s€ khac voi TTL cua dia chi gia mao.

Sending a packet with spoofed
10.0.0.5 IP - TTL 13

Attacker

Spoofed Address
10.0.0.5
Hinh 3.18: Phat hién gia mao ip
Céc Bién Phap Doi Pho Vi Scanning

Trong phan trén, ching ta ciing dugc gioi thiéu vai phuong phap d6i pho véi cac ky thuat
ctia Scanning. Tuy nhién, cac ban can luu ¥ mot sé diém chinh dé ddi phé voi Scanning
sau day :
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Firewall 14 mot phan quan trong ctia mang. Nhu ban thay trong bai, cac cong cu
scan deu kho long vuot qua khoi firewall.

He¢ thong phat hién xdm nhédp (IDS) cling la mot phén khong thé thiéu khi trién
khai mang, mudn chong lai viéc scanning. Hé thong nay chi c6 kha ning phat
hién qua trinh scan ma khong thé chin qua trinh scan duoc.

Chi nén mo nhitng port can thiét, va dong nhitng port khong can dé tranh attacker
loi dung.

Nhirng thong tin nhay cam khong nén dwa ra internet. Vi du nhu thong tin vé hé
diéu hanh, phién ban phan mém dang dung...

Tong Két

Trong chuong nay ban can nam rd cac van dé nhu sau:

C6 ba loai scanning chinh la Port, network, and vulnerability scanning

Lam sao dé biét dwoc mot hé thdng con hoat dong hay khong. St dung ICMP dé
Ping Sweep nhu thé ndo.

Tim hiéu vé cong cu scanning port ndi tiéng 1a NMAP.

Su khac biét cua cac loai scanning trong gia dinh TCP nhu: TCP connect, SYN,
NULL, IDLE, FIN, and XMAS va khi nao st dung loai nao.

Tim hiéu vé& quy trinh bét tay ba budc TCP. Diéu nay gitip chung ta tan cong giam
do riii ro bi phat hi¢n.

Heé thong IDS, IPS duoc dung dé chdng lai scanning.

War dialing 1a gi? N6 dugc sir dung trong tin cong vao hé thong dial-in.

K¥ thuat fingerprinting c6 hai loai Active va Passive, N6 dugc dung dé thu thap
thong tin hé diéu hanh.

K¥ thut anonymously dé luét web vo danh va co ché HTTP Tunneling cting ky
thuat IP Spoofing 13 nhiing k¥ thuat gitip chiing ta an danh trong hoat dong tan
cong. Str dung no6 gitp tranh bi phat hién.
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